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Challenge

• Information sharing between organizations needs more than just common 
information model or ontology.

• Even with federated identity management system, trust relationship is often 
context-based.

• Extensive human interactions is needed to make information sharing 
decisions. 

• Needs a way to speed up the information sharing negotiation process to 
minutes or seconds.

• Automated negotiation is a NP-hard problem often involves billions of 
possibilities.
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JPL Policy Negotiation Engine
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Policy Editor

Exporting to RuleML format
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Multi-Round Policy Negotiation Process

DPC: JPL’s efficient defeasible engine 
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Inter-Organization 
Dynamic Policy Negotiation Process
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Hierarchical Dynamic Policy Negotiation Process
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Summary

• Dynamic policy negotiation enables real-time information sharing decision 
making.

• Dynamic policy negotiation enables building of trust based on the current 
context.

• Dynamic policy negotiation provides a new tool in sharing critical 
information in real-time for cyber security.


